
stay connected 
and protected
With cyber protection features from 
Allstate Identity Protection

Get award-winningΔ personal 
cybersecurity for evolving threats.

Cybercrime is on 
the rise. Are you 
protected?

What sets Allstate Identity Protection apart?

• The most advanced behavioral malware detection in the market

• Our military-grade VPN comes with:

     - Over 4000 servers to stay safe without sacrificing speed

     - Split-tunneling and internet kill switch that provides    
     a more secure connection for remote workers

     - Ad blocking that reduces the risk of malware and adware

     - Anti-tracking software that secures online privacy

     - Multi-factor authentication that guards against     
     compromised passwords

     - Dynamic detective technology that protects against    
     known and never-before-seen threats

• A file shredder to safely delete files and make them    
completely unrecoverable — permanently

• Device security that’s up to 2.5 times faster during startup  
than a leading competitive product1, with less impact on   
your device performance2

QUESTIONS?

1.800.789.2720 
or visit myaip.com
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1: cybernews, “Bitdefender vs. Norton: which antivirus is best”, 2022
2: Overall Score. January 2013 – June 2022 AV Test
3: Darkreading, “Check Point Research Reports a 38% Increase In 2022 Global Cyberattacks,” 2023
4: Sonicwall, “2022 Cyber Threat Report”
5. Statista, “Number of data sets affected data breaches in the U.S. 2020-2022” November 11, 2022
6. Comparitech, “Malware Statistics And Facts For 2023”

Level of automatic monitoring dependent on enrollment method and information shared with Allstate Identity Protection.

Terms and conditions apply. Product may be updated or modified. Certain features require additional activation.

Allstate Identity Protection is offered and serviced by InfoArmor, Inc., a subsidiary of The Allstate Corporation.

38%
increase in 
cyberattacks in 20223

236+
ransomware attempts in 
the first half of 2022 alone4

266%
increase in data breaches 
from the 2nd to the 3rd 
quarter of 2022 alone5

75%
of organizations worldwide 
experienced malware 
activity in 20226



Powerful cybersecurity features for working, learning, 
and living online powered by Bitdefender

Our personal device security features protect both mobile and desktop devices against online threats such as viruses, 

phishing attacks, malware, and more — all powered by an award-winningΔ brand in the device protection market.

• Device protection for personal  

desktop and mobile devices

• One-of-its-kind safe pay feature to protect 

against all e-threats targeting banking data

• Antivirus to protect against viruses,   

worms, trojans, adware, and more

• Safe browsing with artificial intelligence  

scanning all links before they are clicked

• Military-grade encryption* VPN with a built 

in ad-blocking, anti-tracking, MFA and 

proactive, dynamic detection technology

• Webcam and microphone protection

• Missing and stolen device tools   

for Android and Windows devices

• Powerful firewall that provides a   

strong layer of network protection

• Password Manager to encrypt usernames, 

passwords, and credit card information to 

seamlessly use across devices

• Anti-tracker preventing trackers   

from collecting data

• Network security protecting the home  

Wi-Fi network and devices connected  

to it, such as PCs, tablets, phones,   

and smart home devices

• Advanced threat defense with  

behavioral malware detection to   

closely monitor for unknown threats

• And much more!
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* AES 256-bit encryption, reinforced with the RSA 
algorithm and SHA-256 hash functions.

‡ Some features require additional activation. 
Privacy management features cover up to five email 
addresses in a family plan. Robocall blocker and 
ad blocker can only be used by primary subscriber, 
even in a family plan. Cyber and family digital 
safety features are managed through the primary 
subscriber’s account in family plans.

** Android

†† WIndows

††† Windows, macOS, iOS

†††† Windows, Android, iOS

*** Family mobile and desktop device protection for 
up to 10 devices and individual mobile and desktop 
device protection for up to 5 devices.

Product may be updated or modified. Certain features 
require additional activation.

Allstate Identity Protection is offered and serviced 
by InfoArmor, Inc., a subsidiary of The Allstate 
Corporation.

How it works

Choose your Allstate Identity Protection plan and sign up.

Activate cybersecurity features by signing in to our easy-to use portal and 

following the instructions to download the Allstate Identity Protection Device 

Security, VPN, and Password Manager apps on the devices you want to protect. 

Protect all your devices — laptop, desktop, phone, or even android smart watches.

Protect your personal data and devices from threats such as viruses, worms, 

trojans, adware, malware, phishing, tracking and more.

1

2

3

Cyber protection features‡ Allstate Identity Protection

Personal device security for up to 5 devices ✓

     - Antivirus protection ✓

     - Safe browsing†††† ✓

     - Phishing protection** ✓

     - Missing and stolen device tools†††† ✓

     - Webcam protection†† ✓

     - Firewall†† ✓

     - Safe pay††† ✓

     - Android smart watch protection** ✓

     - File shredder†† ✓

     - Anti-tracker††† ✓

VPN with anti-tracking and ad-blocking ✓

Password manager ✓

Network security ✓

Family mobile and desktop device protection for up to 10 devices*** ✓


